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Personal Data Processing Policy of Syktyvkar Plywood Mill Ltd. 

 

1. BASIC TERMS AND DEFINITIONS: 

This Policy for the processing of personal data at Syktyvkar Plywood Mill Ltd. (hereinafter 

referred to as the Policy) defines the general provisions implemented in the processing of 

personal data at Syktyvkar Plywood Mill Ltd. (hereinafter referred to as the Company).  

The purpose of the Policy adoption is to comply with the requirements of legislation1 in the 

field of personal data protection, based on the Constitution of the Russian Federation and 

international treaties of the Russian Federation and consisting of Federal Law № 152-ФЗ "On 

Personal Data", dated July 27, 2006 and other federal laws and by-laws determining cases and 

personal data processing features2.  

 

1.1. Basic terms and definitions  

 personal data – any information related to a directly or indirectly specified natural 

person (personal data owner);  

 operator – a state body, municipal body, legal or natural person who independently or 

jointly with other persons, arranges and (or) performs processing of personal data, as well as 

defines the aims of personal data processing, the scope of personal data subjected to processing 

and actions (operations) carried out with personal data;  

 personal data processing – any action or a series of actions performed towards personal 

data with or without the software. Personal data processing includes: 

 acquisition; 

 recording; 

 systematization; 

 accumulation; 

 storage; 

 update and alteration; 

 extraction; 

 use; 

 transfer (distribution, presentation, providing access); 

 depersonalization; 

 blocking; 

 deleting; 

 erasure;  

 automated processing of personal data – processing of personal data using PC software;  

 distribution of personal data – actions aimed at disclosing personal data to an indefinite 

number of persons;  

 provision of personal data – personal data disclosure to particular person or certain 

group of persons;  

 blocking of personal data – temporary interruption of personal data processing (except 

where processing is required for personal data update or alteration);  

 erasure of personal data - actions making it impossible to restore personal data volume 

in the personal data information system and/or resulting in the elimination of tangible personal 

data carriers;  



 depersonalization of personal data - actions making it impossible to identify personal 

data as related to a certain data subject without involving an additional information;  

 personal data information system - a set of personal data included into personal data 

databases, as well as the software and tools used for their processing;  

 international transfer of personal data - personal data transfer to a foreign country, 

foreign government body and foreign natural or legal person. 

1.2. Rights of the subject of personal data 

 The subject of personal data, according to the legislation of the Russian Federation, has 

the right to: 

 receive information regarding the processing of one’s personal data; 

 demand clarification of one’s personal data, their blocking or erasure if the personal 

data is incomplete, outdated, inaccurate, illegally obtained or is not necessary for the stated 

purpose of processing; 

 demand termination of processing of one’s personal data in cases provided for by the 

legislation of the Russian Federation; 

 appeal the actions or inaction of the Company to the authorized body for the protection 

of the rights of personal data subjects or in court; 

 for protection of one’s rights and legitimate interests, including compensation for losses 

and (or) compensation for moral damage in court.  

1.3. Operator obligations 

1.3.1. When collecting personal data, the operator is obliged to provide the subject of 

personal data with the following information at his request: 

 confirmation of the fact of processing of personal data by the operator; 

 legal grounds and purposes of processing personal data; 

 the purposes and methods of processing personal data used by the operator; 

 name and location of the operator, information about persons (except for the operator’s 

employees) who have access to personal data or to whom personal data may be disclosed on 

the basis of an agreement with the operator or on the basis of a federal law; 

 processed personal data related to the relevant subject of personal data, the source of 

their receipt, unless a different procedure for presenting such data is provided for by a federal 

law; 

 terms of processing of personal data, including periods of their storage; 

 procedure for the exercise of the rights provided for by Federal Law № 152-FL “On 

Personal Data”, dated July 27, 2006, by the subject of personal data; 

 information about completed or intended international data transfer; 

 name or surname, first name, patronymic and address of the person processing personal 

data on behalf of the operator, if the processing has been or will be entrusted to such a person; 

 information on how the operator fulfills the obligations established by Article 18.1 of 

Federal Law № 152-FL dated July 27, 2006; 

 other information provided for by Federal Law № 152-FL “On Personal Data” dated 

July 27, 2006 or other federal laws. 

1.3.2. If, in accordance with federal law, the provision of personal data and (or) the 

operator’s obtaining consent to the processing of personal data is mandatory, the operator is 

obliged to explain to the subject of personal data the legal consequences of refusal to provide 

his personal data and (or) consent to their processing. 

1.3.3. If personal data is not received from the subject of personal data, the operator, 

except in cases where: 

 the subject of personal data is notified of the processing of his personal data by the 

relevant operator; 



 personal data was obtained by the operator on the basis of federal law or in connection 

with the execution of an agreement to which the subject of personal data is a party or 

beneficiary or guarantor; 

 the operator processes personal data for statistical or other research purposes, for the 

professional activities of a journalist or scientific, literary or other creative activity, unless the 

rights and legitimate interests of the subject of personal data are violated; 

 providing the subject of personal data with information provided for in Part 3 of Article 

18 of Federal Law № 152 “On Personal Data”, dated July 27, 2006 violates the rights and 

legitimate interests of third parties. 

Before processing such personal data, operator is obliged to provide the subject of personal 

data with the following information: 

 name or surname, first name, patronymic and address of the operator or his 

representative; 

  purpose of processing personal data and its legal basis; 

  list of personal data; 

  intended users of personal data; 

  the rights of the subject of personal data established by Federal Law № 152-FL “On 

Personal Data”, dated July 27, 2006; 

 source of obtaining personal data. 

1.3.4. When collecting personal data, including via the information and 

telecommunications network "Internet", operator is obliged to ensure recording, 

systematization, accumulation, storage, clarification (updating, changing), extracting personal 

data of citizens of the Russian Federation using databases located on the territory of the 

Russian Federation, except for the cases specified in paragraphs 2, 3, 4, 5, 8 of part 1 of article 

6 of the Federal Law № 152-FL “On Personal Data”, dated July 27, 2006. 

1.3.5. Take measures aimed at ensuring that the operator fulfills the obligations 

provided for by Federal Law № 152-FL “On Personal Data”, dated July 27, 2006. 

1.3.6. Take measures aimed at ensuring the security of personal data during their 

processing. 

1.3.7. Eliminate violations of the law committed during the processing of personal data 

by clarifying, blocking and destroying personal data. 

1.3.8. Ensure interaction with the state system for detecting, preventing and 

eliminating the consequences of computer attacks on information resources of the Russian 

Federation, including informing it about computer incidents that resulted in the unlawful 

transfer (provision, distribution, access) of personal data. 

1.3.9. Notify the Federal Service for Supervision of Communications, Information 

Technology and Mass Communications within 24 (twenty-four) hours of the fact of unlawful 

or accidental transfer (provision, distribution, access) of personal data, resulting in a violation 

of the rights of personal data subjects, as well as the alleged reasons and harm caused to the 

rights of the personal data subjects, about the measures taken to eliminate the consequences of 

the incident. 

1.3.10. Notify the Federal Service for Supervision of Communications, Information 

Technology and Mass Communications within 72 (seventy-two) hours of the results of the 

internal investigation of the identified incident and provide information about the persons 

whose actions caused the leak of the identified incident (if any). 

1.4. Operator rights 
1.4.1. Operator is relieved of the obligation to provide the personal data subject with 

the information specified in clause 1.3.3. of this Policy. 

1.4.2. The operator has the right to refuse the subject of personal data to fulfill a 

repeated request regarding the processing of personal data of the subject of personal data that 



does not meet the conditions provided for in parts 4 and 5 of Article 14 of Federal Law № 152-

FL “On Personal Data”, dated July 27, 2006. 

2. PURPOSES OF COLLECTING PERSONAL DATA 

The Company, being a personal data operator, processes personal data for the following 

purposes: 

2.1. employees: assistance in work activities, ensuring personal safety, recording the 

results of the fulfillment of contractual obligations, making entitlements, implementing 

collective interaction and sharing information resources, issuing powers of attorney, passes, 

tickets, making business trips, preparing the necessary documents for tax reporting, as well as 

the most full fulfillment of obligations and competencies in accordance with the Labor Code 

of the Russian Federation and other regulations in the field of labor relations; 

2.2. counterparties: making agreements (contracts), fulfilling obligations under the 

agreement, conducting supervisory business when making agreements (contracts), etc.; 

2.3. other persons: consideration of citizens' appeals, making contacts, fulfilling 

obligations under the contract. 

3. LEGAL BASIS FOR PROCESSING PERSONAL DATA 

Company processes personal data on the basis of: 

 Constitution of the Russian Federation, dated December 12, 1993; 

 Civil Code of the Russian Federation; 

 Labor Code of the Russian Federation; 

 Federal Law № 79-FL “On the State Civil Service of the Russian Federation”, dated July 

27, 2004; 

 Federal Law № 59-FL “On the procedure for considering appeals from citizens of the 

Russian Federation”, dated May 2, 2006; 

 Federal Law № 55-FL “On Military Duty and Military Service”, dated March 28, 1998; 

 Resolution of the Government of the Russian Federation № 719 “On approval of the 

Regulations on military registration”, dated November 27, 2006; 

 Law of the Komi Republic № 10-RZ “On some issues of the state civil service of the Komi 

Republic”, dated March 5, 2005; 

 Law of the Komi Republic № 48-RZ “On pension provision for persons holding positions 

in the state civil service of the Komi Republic” dated May 4, 2008; 

 other regulatory legal acts of the Russian Federation and the Komi Republic; 

 consent to the processing of personal data. 

Processing of personal data is necessary to exercise the rights and legitimate interests of 

the Company or third parties or to achieve socially significant goals, if the rights and freedoms of 

the subject of personal data are not violated. 

4. SCOPE AND CATEGORIES OF THE PROCESSED PERSONAL DATA, 

CATEGORIES OF PERSONAL DATA SUBJECTS 

4.1. The Company carries out the processing of personal data on a legitimate 

equitable basis of the following personal data owners:  

 Company employees;  

 counterparties; 

 other persons. 



5. PROCEDURE AND CONDITIONS FOR PROCESSING PERSONAL DATA 

5.1. The Company provides processing (collection, recording, systematization, 

accumulation, storage, clarification (updating, changing), extraction, use, transfer 

(distribution, provision, access), depersonalization, blocking, deletion, erasure) of personal 

data using automation tools, and also without the use of such means. 

5.2. The Company processes personal data in a mixed way: with and without the use 

of automation tools. 

5.3. Company may entrust the processing of personal data to third parties in cases 

where: 

 the subject has given consent to carry out such actions (if there are conditions in the 

agreement with a third party regarding his compliance with the principles and rules for processing 

personal data provided for by the Federal Law “On Personal Data”); 

 this is necessary for the implementation and fulfillment of the functions, powers and duties 

assigned to the Company by the legislation of the Russian Federation and the Komi Republic; 

 in other cases provided for by the legislation of the Russian Federation. 

 Cross-border transfer of personal data is not carried out. 

5.4. The system for protecting personal data processed in the Company includes a 

set of organizational, technical and physical measures to protect information, in accordance 

with the requirements of the Federal Law of July 27, 2006 No. 152-FL “On Personal Data”. 
5.4.1.  Organizational measures to protect personal data include: 

 appointment of a person responsible for organizing the processing of personal data; 

 regulation of the following processes of processing personal data: collection, recording, 

systematization, accumulation, storage, clarification (updating, changing), extraction, use, transfer 

(distribution, provision, access), depersonalization, blocking, deletion, erasure of personal data, 

including during emergency situations; 

 implementation of internal control and audit of compliance of the personal data processing 

with the requirements of the legislation of the Russian Federation; 

 determination of the assessment of harm to subjects of personal data; 

 identification of risks of the personal data security during their processing in personal data 

information systems; 

 accounting of physical carrier and places of personal data storage; 

 timely updating of lists of employees authorized to process personal data in personal data 

information systems and without the use of automation tools; 

 detecting facts of unauthorized access to personal data and taking measures, including 

measures to detect, prevent and eliminate the consequences of computer attacks on personal data 

information systems and to respond to computer incidents in them; 

 restoration of personal data modified or destroyed due to unauthorized access to it; 

 regulation of access to personal data processed in the personal data information system, as 

well as ensuring registration and accounting of all actions performed with personal data in the 

personal data information system; 

 division of responsibilities between the Company’s employees. 

5.4.2. Technical measures to protect personal data include: 

 use and configuration of information protection tools (from unauthorized access, 

cryptographic, anti-virus, firewall tools, etc.); 

 setting up operating system mechanisms: local and group policies for accounts, auditing 

and security settings. 

5.4.3. Measures for the physical protection of personal data include: 



 access control of employees and visitors to the Company territory; 

 provision of security and fire alarm sensors for the Company’s premises. 

5.5. Terms, conditions for processing and storing personal data, destruction of personal 

data 

5.5.1. The Company processes and stores personal data for the following periods: 

 Employees: 75 years – storage of personal data of employees; withdrawal of consent, 

unless otherwise provided by the federal legislation, or during the period of documents storage in 

accordance with the established retention periods for certain categories of documents, unless 

otherwise provided by the federal legislation; 

 Counterparties: fulfillment of obligations under contracts and during the limitation period; 

withdrawal of consent, unless otherwise provided by the federal legislation, or during the period 

of storage of documents in accordance with the established retention periods for certain categories 

of documents, unless otherwise provided by the federal legislation; 

 Other persons: fulfillment of obligations under contracts and during the limitation period; 

withdrawal of consent, unless otherwise provided by federal legislation, or during the period of 

storage of documents in accordance with the established retention periods for certain categories of 

documents, unless otherwise provided by the federal legislation. 

5.5.2. Condition for terminating the processing of personal data may be the achievement 

of the purposes of processing personal data, expiration of the consent or storage of documents, in 

accordance with the established retention periods for certain categories of documents, or 

withdrawal of the consent of the personal data subject to the processing of his personal data, as 

well as identification of unlawful processing of personal data. 

5.5.3. The storage of personal data is carried out in a form that makes it possible to identify 

the subject of personal data, no longer than required by the purposes of processing personal data, 

unless the storage period for personal data is established by the federal laws, an agreement to which 

the subject of personal data is a party, beneficiary or guarantor. 

5.5.4. The processing of personal data, carried out without the use of automation tools, is 

carried out in such a way that it is possible to determine the storage locations of personal data 

(tangible media) for each category of personal data. A list of persons processing personal data has 

been established. The Company's internal documents define the procedure for access to premises 

intended for the processing of personal data. When storing material media, conditions are observed 

that ensure the safety of personal data and exclude unauthorized access to it. 

6. UPDATING, CORRECTION, DELETION AND ERASURE OF PERSONAL 

DATA, RESPONSES TO REQUESTS OF SUBJECTS FOR ACCESS TO 

PERSONAL DATA 

6.1. If it is confirmed that the personal data is inaccurate or the processing is illegal, the 

operator updates the personal data and stops processing accordingly. 

6.2. When the goals of processing personal data are achieved, as well as in the event 

that the subject of personal data withdraws consent to their processing, personal data is subject to 

destruction if: 

6.2.1. otherwise is not provided for by the agreement to which the subject of personal data 

is a party, beneficiary or guarantor; 

6.2.2. the operator does not have the right to carry out processing without the consent of 

the subject of personal data on the grounds provided for by the Federal Law “On Personal Data” 

or other federal laws; 

6.2.3. otherwise is not provided for in another agreement between the operator and the 

subject of personal data. 

6.3. If it is not possible to erase personal data within the period specified in clause 5.5.1, 

the operator blocks such personal data or ensures their blocking (if the processing of personal data 

is carried out by another person acting on behalf of the operator) and ensures the erasure of 



personal data within a period not more than six months, unless a different period is established by 

federal laws. 

6.4. The destruction of paper media is carried out by employees authorized to process 

personal data in a way that does not allow further access to these documents. The destruction of 

information at automated workstations is carried out by a commission, in ways that do not allow 

data recovery. 

 

7. CONSIDERATION OF REQUESTS OF PERSONAL DATA SUBJECTS OR 

THEIR LEGAL REPRESENTATIVES 

7.1. The subject of personal data has the right to submit a written request (hereinafter 

referred to as the Request) in the established form (Appendix No. 1) to the Company in order to 

obtain information regarding the processing of his personal data. 

7.2. Request can be sent in the form of an electronic document and signed with an 

electronic signature in accordance with the legislation of the Russian Federation. 

7.3. If a request is sent in the form of an electronic document, the request must contain: 

 number of the main document identifying the subject of personal data or his representative; 

 information about the date of issue of the specified document and the issuing authority; 

 information confirming the participation of the subject of personal data in relations with 

the operator (contract number, date of conclusion of the contract, conventional verbal designation 

and (or) other information), or information otherwise confirming the fact of processing of personal 

data by the operator; 

 signature of the subject of personal data or his representative. 

7.4. Information upon request is provided to the subject of personal data by the 

Company in an accessible form. 

7.5. If the information specified in the response was provided for familiarization to the 

subject of personal data at his request, the subject of personal data has the right to re-apply or send 

a second request in order to obtain information and familiarize himself with personal data no earlier 

than thirty days after the initial request or sending the initial request, unless a shorter period is 

established by federal laws, regulations adopted in accordance with them, or agreements to which 

either the beneficiaries or the guarantors are a party. 

7.6. The subject of personal data has the right to receive information regarding the 

processing of his personal data, including containing: 

 confirmation of the fact of personal data processing by the operator; 

 legal grounds and purposes of processing personal data; 

 purposes and methods of processing personal data used in the Company; 

 location of the Company, information about persons (except for employees) who have 

access to the subject’s personal data or to whom personal data may be disclosed on the basis of the 

federal laws; 

 processed personal data related to the relevant subject of personal data, the source of their 

receipt; 

 terms of personal data processing, including periods of their storage; 

 name or last name, first name, patronymic and address of the person processing personal 

data on behalf of the Company, if the processing is entrusted to such a person; 

 information on how the operator fulfills the obligations established by Article 18.1 of 

Federal Law No. 152-FZ of July 27, 2006; 

 other information required by current legislation. 

7.7. The subject of personal data has the right to re-apply or send a repeated request in 

order to obtain information regarding the processing of his personal data, as well as in order to 



familiarize himself with the processed personal data before the expiration of the period specified 

in clause 7.5. of this Policy, if such information and (or) processed personal data were not provided 

to him for review in full based on the results of consideration of the initial application. Repeated 

request along with the information specified in clause 7.5. of this Policy must contain a justification 

for sending a repeated request. 

7.8. The Company has the right to refuse the subject of personal data to fulfill a repeated 

request that does not comply with the conditions provided for in clause 7.5 and clause 7.6 of this 

Policy. Such refusal must be motivated. The obligation to provide evidence of the validity of the 

refusal to fulfill a repeated request lies with the Company. 

7.9. The right of a personal data subject to access his personal data may be limited in 

accordance with federal laws if the personal data subject’s access to his personal data violates the 

rights and legitimate interests of third parties. 

8. POLICY AMENDMENT 

The Company has the right to make changes to this Policy. When changes are made to the 

current edition, the date of the last update is indicated. The new version of the Policy comes into 

force from the moment it is approved and posted in a publicly accessible place, unless otherwise 

provided by the new version of the Policy. 

9. CONTACT INFORMATION  

“Syktyvkar Plywood Mill” Ltd., 66 Ukhtinskoe ave., Syktyvkar, Komi Republic, Russia, 

TRN 1121009024, PSRN 1021101120380, +7(8212)29-37-00 


